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Stalking 2.0:
The Use of Technology to Stalk

OVW Funding
This project was supported by Grant No. 15JOVW-
22-GK-03986-MUMU awarded by the Office on
Violence Against Women, U.S. Department of
Justice. The opinions, findings, conclusions, and
recommendations expressed in this program are
those of the author(s) and do not necessarily
reflect the views of the Department of Justice,
Office on Violence Against Women.

Understanding Stalking
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Victim and Offender Relationships
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GA: National Center for Injury Prevention and Control, Centers for Disease Control and Prevention.

Context is Critical

* Something may be 
frightening to the victim 
but not to you

* Stalking behaviors often 
have specific meanings

* Stalking criminalizes 
otherwise non-criminal 
behavior

* Victims may know 
something you don’t

TENN. CODE ANN. § 39-17-315
STALKING

* “Stalking” means a willful course of conduct involving repeated or continuing harassment of 
another individual that would cause a reasonable person to feel terrorized, frightened, 
intimidated, threatened, harassed, or molested, and that actually causes the victim to feel 
terrorized, frightened, intimidated, threatened, harassed, or molested;

* “Course of conduct” means a pattern of conduct composed of a series of two (2) or 
more separate, noncontinuous acts evidencing a continuity of purpose, including, but 
not limited to, acts in which the defendant directly, indirectly, or through third parties, 
by any action, method, device, or means, follows, monitors, observes, surveils, 
threatens, or communicates to a person, or interferes with a person's property;

* “Harassment” means conduct directed toward a victim that includes, but is not limited 
to, repeated or continuing unconsented contact that would cause a reasonable person 
to suffer emotional distress, and that actually causes the victim to suffer emotional 
distress. Harassment does not include constitutionally protected activity or conduct 
that serves a legitimate purpose;

* “Emotional distress” means significant mental suffering or distress that may, but does 
not necessarily, require medical or other professional treatment or counseling;

* “Unconsented contact” means any contact with another person that is initiated or 
continued without that person's consent, or in disregard of that person's expressed 
desire that the contact be avoided or discontinued. 

Naming Crimes Part of a Stalker’s 
Course of Conduct

* TCA §39-13-101 ASSAULT
* TCA §39-13-111 DOMESTIC ASSAULT
* TCA §39-13-113 VIOLATION OF AN ORDER OF 

PROTECTION OR RESTRAINING ORDER-
VIOLATION OF NO CONTACT ORDER

* TCA §39-13-306 CUSTODIAL INTERFERENCE
* TCA §39-13-308 TRAFFICKING FOR FORCED 

LABOR OR SERVICES
* TCA §39-13-309 TRAFFICKING FOR 

COMMERCIAL SEX ACT
* TCA §39-13-401 ROBBERY
* TCA §39-13-511 INDECENT EXPOSURE

* TCA §39-13-601 WIRETAPPING AND 
ELECTRONIC SURVEILLANCE 

* TCA §39-13-604 INTERCEPTION OF 
CELLULAR OR CORDLESS TELEPHONE 
TRANSMISSIONS

* TCA §39-13-605 UNLAWFUL PHOTOGRAPHY
* TCA §39-13-606 ELECTRONIC TRACKING OF 

MOTOR VEHICLES
* TCA §39-13-607 OBSERVATION WITHOUT 

CONSENT
* TCA §39-13-1002 BURGLARY
* TCA §39-14-103 THEFT OF PROPERTY
* TCA §39-14-112 EXTORTION
* TCA §39-14-114 FORGERY
* TCA §39-14-129 MAIL THEFT
* TCA §39-14-301 ARSON
* TCA §39-14-303 SETTING FIRE TO PERSONAL 

PROPERTY OR LAND
* TCA §39-14-405 CRIMINAL TRESPASS

* TCA §39-14-408 VANDALISM
* TCA §39-14-412 MAILBOX TAMPERING
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Technology does not cause stalking.
Stalkers cause stalking.

Phone Calls and Texts

Text Screenshots
Evidence
* Overlap screenshots
* Capture time and date
* Take a picture of the contact info
* Consider apps like Tailor or 

StitchIt

Unidentified Caller

*67 Calls: TrapCall (trapcall.com)
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TrapCall Limitations

* ONLY works for *67
* Offenders may have unregistered phone or use 

google voice or other apps
* Is there context in the calls that points to the 

offender
* Changing phone numbers isn’t always a good solution

Spoofing

Spoofing
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Spoofing: What You May Hear
• “Numbers I don’t recognize call and harass me”
• “I keep getting hang-up calls from random numbers”
• “It shows up as my mom, but it is the offender 

calling”
• “I know it’s the offender even if it doesn’t sound like 

him/her”
• “I blocked the offender but he/she just keeps 

changing their number”
• “My friends are saying I called them, but I didn’t!”

Evidence with Spoofing

* Phone records from: victim, “friend”, and suspect
* Victim’s records show “friend” called/texted
* Friend’s records show no call/text
* Suspect’s records show a call/text 

* Call the number and record
* Financial records of suspect
* App download or app store history

* No person or entity in the United States shall, with 
the intent to defraud, cause harm, or wrongfully 
obtain anything of value, knowingly cause, directly or 
indirectly, any caller identification service to transmit 
or display misleading or inaccurate caller 
identification information 

* FCC can levy up to $10,000 per violation 

In 2016 the FCC filed a Notice of Apparent Liability against two 
individuals and proposed levying a fine of $25,000 each. 

Truth in Caller ID Act Filing a Complaint With FCC
* File a complaint online at 

https://consumercomplaints.fcc.gov 
* By phone 

1-888-CALL-FCC (1-888-225-5322); TTY: 1-888-TELL-
FCC (1-888-835-5322); ASL: 1-844-432-2275  

* By mail (include your name, address, contact information and 
as much detail about your complaint as possible)
Federal Communications Commission Consumer and 
Governmental Affairs Bureau Consumer Inquiries and 
Complaints Division 
445 12th Street, S.W. 
Washington, DC 20554

Location Tracking
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Location Tracking:
GPS Devices

Global Positioning System (GPS) Devices

Offenders’ Use of GPS

* Phone for calls/texts with child
* Device given to the child (watches, backpacks, shoes)
* Gift for child (nannycam in stuffed animals)
* Devices in vehicles (carseats, under the vehicle, 

seatback pocket)

GPS Documentation & Evidence

Computer

• Tracking 
software

• Tracking 
websites

Phone

• Apps
• Websites
• Call-in 

numbers
• Texts

Financial Data

• Equipment 
purchase

• Real time 
tracking 
service 
charge

Location Tracking:
AirTags/Tile Devices
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Evidence with AirTags

* Serial number is unique to each AirTag
* Serial number is on physical device, and should show 

up in “Find My” on an iPhone
* Contact lawenforcement@apple.com to check device 

registration
* Check financial records of suspect
* Contextual evidence

Location Tracking:
Social Apps & Sites

Location Tracking:
Photo Geotags

Geotagging

Camera GPS Geotagging
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Exif Viewers Show Geo-Info
Exif: Exchangeable image 
file format: Descriptive 
data (meta-data) in an 
image file that include the 
date the photo was taken, 
resolution, shutter speed, 
focal length and 
geolocation

EXIF Data

Safety Strategies

* Turn location “off” on cell phone camera
* Review social media site to determine if EXIF data 

can be viewed
* Remove EXIF data using an online EXIF data removal 

tool
Google/Apple Data
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Apple Safety Check

Stalkerware
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Cell Phone Spyware

What You May Hear

* “He/She hacked my phone”
* “They’re reading my texts”
* “They are listening to my calls”
* “They hacked my emails”
* “They keep showing up where I’m at”
* “They hacked my Facebook/Instagram/Snapchat…”

Coalition Against Stalkerware

www.stopstalkerware.org
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Social Media & Dating Websites

Exploiting Social Media

* Gather information on the victim
* Location
* Plans

* Communicate
* Post on victim’s page
* Post about the victim on their own or other’s pages

* Create fake sites/Impersonation

Portals for Law Enforcement

https://less.snapchat.com

Facebook Documentation
* Capture and save screenshots (PrntScrn)
* Some sites offer a “download your information” 

service in account settings

Search.org

Nonconsensual Image Distribution
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Resources for Non-Consensual 
Distribution of Intimate Images

Cyberrightsproject.com
Cybercivilrights.org  

For victims: 1-844-878-CCRI
Cagoldberglaw.com
Dmcadefender.com
Copybyte.com

Smart Devices

Personal Tracking Apps
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Cell Phone Spy Accessories

Cell Phone Chargers/Cords
• Contain SIM cards that can take a copy of the target 

phone SIM card
• Contain GPS 
• Listening capabilities

Public Data

Find Yourself…

* FastPeopleSearch.com
* TruePeopleSearch.com
* PeopleSearchNow.com

Internet Privacy Handbook

* https://safeshepherd.com/handbook/
privacy-basics
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Responding to Stalking through 
Technology

Technology & Stalking: Big Picture
* Believe victims. Offenders can misuse technology a 

variety of creative ways to access, contact, and monitor 
their victims.

* This technology is out there – and it’s easy to use. 
Offenders don’t have to be particularly “tech savvy” to 
terrorize victims through technology.

* Build knowledge on privacy/sharing settings across 
applications and devices. Sharing settings/defaults are 
often not intuitive.

* Ask specific questions about offender contact and 
knowledge. This can better help you collect evidence and 
safety plan.

* Consider both evidence preservation and victim 
safety. See if the victim has access to a safer device. 

* Charge relevant technology-related crimes (when 
appropriate and applicable).

Documentation Log


