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OVW Funding

This project was supported by Grant No. 15JOVW-
22-GK-03986-MUMU awarded by the Office on
Violence Against Women, U.S. Department of
Justice. The opinions, findings, conclusions, and
recommendations expressed in this program are
those of the author(s) and do not necessarily
reflect the views of the Department of Justice,
Office on Violence Against Women.

STALKING DEFINITION:
BEHAVIORAL

Stalking is a pattern of behavior directed at a specific

person that would cause a reasonable person to feel
fear for the person’s safety or the safety of others; or

suffer substantial emotional distress.
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SLII Framework

Logan, T.K. & Walker, R. (2017). Stalking: A Multidimensinal Framework for Assessment and Safety Planning, Trauma, Viclence and Abuse 18(2), 200-222

LIFE INVASION

¢ Unwanted contact at home, work, etc.
* Showing up

Phone calls

Property invasion

Public humiliation

Harass friends/family

INTERFERENCE

® Financial and work sabotage

® Ruining reputation

® Custody interference
Keep from leaving
Road rage
Attack family/friends/pets
Physical/sexual attack
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SURVEILLANCE

* Follow

¢ Watch

¢ Wait

® Show up

¢ Tracking software

¢ Obtain information about victim

® Proxy stalking

INTIMIDATION @

¢ Threats

® Property damage

® Symbolic violence

® Forced confrontations

® Threaten or actually harm self

® Threats to victim about harming others

Technology & In-Person Stalking
n
<H

The majority of stalking victims experienced both
in-person stalking and technology-facilitated stalking.

Masting, ) Bagwell-Gray, M., Brown, M.L. Kap




SURVEILLANCE

Smart home devices

LIFE INVASION

* Unwanted contact online or
through text messages, phone

Tracking software
e calls, or other platforms

Tracking devices
* Impersonating victim

* Impersonating others to access
the victim

Monitoring online activity
Accessing online accounts

Cameras or audio/video

. Hacklng and/or controlling
recording devices

victim's accounts

3 @ INTIMIDATION
¢ Online threats

* Blackmail

INTERFERENCE

Spreading rumors online
Doxing
Posing as victim and creating harm | & Sextortion

* Threats to release private info,
photos, or videos (real or fake)

Swatting

Posting private Photcs, videos,

information online, real or fake o Threats to interfere with property,
Using technology to ‘encourage employment, finances, accounts

others to harm the victim

Victim and Offender Relationships
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TENN. CODE ANN. § 39-17-315
STALKING

* “Stalking” means a willful course of conduct involving repeated or continuing harassment of
another individual that would cause a reasonable person to feel terrorized, frightened,
intimidated, threatened, harassed, or molested, and that actually causes the victim to feel
terrorized, frightened, intimidated, threatened, harassed, or molested;

* “Course of conduct” means a pattem of conduct composed of a series of two (2) or
more separate, ity of purpose, i t
not limited to, acts in which the defendant dlreckly, |nd|rectly, or through third pames,
by any action, method, device, or means, follows, monitors, observes, surveils,
threatens, or communicates to a person, or interferes with a person's property;
“Harassment” means conduct directed toward a victim that includes, but is not limited
to, repeated or continuing unconsented contact that would cause a reasonable person
to suffer emotional distress, and that actually causes the victim to suffer emotional
distress. Harassment does not include constitutionally protected activity or conduct
that serves a legitimate purpose;

“Emotional distress” means significant mental suffering or distress that may, but does

not necessarily, require medical or other professional treatment or counseling;

“Unconsented contact” means any contact with another person that is initiated or
continued without that person’s consent, or in disregard of that person's expressed
desire that the contact be avoided or discontinued.
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Stalking Prevalence

NEARLY
1in 3 women

000

NEARLY
1in 6 men

experience stalking in their lifetimes.

Context is Critical

* Something may be
frightening to the victim
but not to you

* Stalking behaviors often
have specific meanings

* Stalking criminalizes
otherwise non-criminal
behavior

VLl NEVER
LET YOU &0

* Victims may know
something you don’t

Naming Crimes Part of a Stalker’s
Course of Conduct

TCA §39-13-101 ASSAULT TCA §39-13-605 UNLAWFUL PHOTOGRAPHY
TCA §39-13-111 DOMESTIC ASSAULT * TCA§39-13-606 ELECTRONIC TRACKING OF
TCA §39-13-113 VIOLATION OF AN ORDER OF LISl g1

PROTECTION OR RESTRAINING ORDER- * TCA §39-13-607 OBSERVATION WITHOUT
VIOLATION OF NO CONTACT ORDER CONSENT

TCA §39-13-306 CUSTODIAL INTERFERENCE * TCA §39-13-1002 BURGLARY

TCA §39-13-308 TRAFFICKING FOR FORCED * TCA §39-14-103 THEFT OF PROPERTY
e TCA §39-14-112 EXTORTION

TCA §39-13-309 TRAFFICKING FOR TCA §39-14-114 FORGERY

COMMERCIAL SEX ACT
TCA §39-13-401 ROBBERY TCA §39-14-129 MAIL THEFT
TCA §39-14-301 ARSON

TCA §39-13-511 INDECENT EXPOSURE
13- TCA §39-14-303 SETTING FIRE TO PERSONAL
TCA §39-13-601 WIRETAPPING AND PROPERTY OR LAND

ELECTRONIC SURVEILLANCE
TCA §39-13-604 INTERCEPTION OF TCA §39-14-405 CRIMINAL TRESPASS
TCA §39-14-408 VANDALISM

CELLULAR OR CORDLESS TELEPHONE
TCA §39-14-412 MAILBOX TAMPERING

TRANSMISSIONS




Technology does not cause stalking.

Stalkers cause stalking.
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Phone Calls and Texts

SPARC

SPARC

0 phone calls fron [

y 0100 hours on 7/14/2016, and

t messages

Text Screenshots

Answer your phone

7 fieap caliog
Evidence
Over and over

* Overlap screenshots But you aren't answering

Where are you?

* Capture time and date 5
ho are you with?

* Take a picture of the contact info  1nees o et you sometting

important

Why aren't you answering me?

* Consider apps like Tailor or

Stitchlt

Al of these text messages and cals.
are starting to scare me. | will not
respand after this text

What scares me is how you can
treat me this way.

ANSWER YOUR PJONEN!

©

B *® o

Unidentified Caller

SPARC

*67 Calls: TrapCall (trapcall.com)

Take back your privacy with TrapCall

Say ‘No' to blocked calls.
Forever.
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TrapCall Limitations

* ONLY works for *67

* Offenders may have unregistered phone or use
google voice or other apps

* Is there context in the calls that points to the
offender

* Changing phone numbers isn’t always a good solution

Here's how to unmask calls with TrapCall

SPARC

VHLUU UUUPL WULLY L LUOPVEMUU LY U WUIIVLULLL BMVUL B VLULLLLAVE VAULL

violaton JJfetained thet NN s texted and calle i from different
phone mumbers and he believes she has an application that allows her to do that.

e handed ro hie rall vhons and T read thraneh come of the tovt neceanes

Spoofing

SPARC

Spoofing SPOO

HE WORLD'S LEADER IN CALLER ID SPOOFING

El%lil
[=]13:

Vi ‘ o e e
< =
—rd 1D dispays, and protecing your nformation. When you want to spocf a

How can you remain anonymous when you call someone? The best way is
by using SpoofCard. With SpoofCard you can change your CallerlD to

2020 SpofTel .- A i R




Spooﬁng: What You May Hear

* “Numbers | don’t recognize call

and harass me.”

“I keep getting hang-up calls

from random numbers.”

"It shows up as my mom/friend/someone
I know, but it is the offender calling.”
“I know it’s the offender, but it doesn’t

sound like them.”
“I blocked the offender, but they just

keep calling me from different numbers.”

¢ "People are saying | called them, but |
didn't.”
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Evidence with Spoofing

* Phone records from: victim, “friend”, and suspect
* Victim’s records show “friend” called/texted
* Friend’s records show no call/text

* Suspect’s records show a call/text
* Call the number and record

* Financial records of suspect

* App download or app store history

Truth in Caller ID Act

* No person or entity in the United States shall, with
the intent to defraud, cause harm, or wrongfully
obtain anything of value, knowingly cause, directly or
indirectly, any caller identification service to transmit
or display misleading or inaccurate caller
identification information

*FCC can levy up to $10,000 per violation

In 2016 the FCC filed a Notice of Apparent Liability against two
individuals and proposed levying a fine of $25,000 each.

Location Tracking

SPARC

Filing a Complaint With FCC

File a complaint online at
https://consumercomplaints.fcc.gov

* By phone

1-888-CALL-FCC (1-888-225-5322); TTY: 1-888-TELL-
FCC (1-888-835-5322); ASL: 1-844-432-2275

* By mail (include your name, address, contact information and
as much detail about your complaint as possible)
Federal Communications Commission Consumer and
Governmental Affairs Bureau Consumer Inquiries and
Complaints Division
445 12th Street, SW.
Washington, DC 20554

*

How Do Stalkers Track Location?
Property Tags Family Tracking Devices
77 9

-

Access to and/or Shared
ictim Accounts

Y
eF -

Installed Stalkerware Proxy Stalking

&
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Global Positioning System (GPS) Devices

Location Tracking:

GPS Devices

SPARC

Offenders’ Use of GPS

* Phone for calls/texts with child
* Device given to the child (watches, backpacks, shoes)
* Gift for child (nannycam in stuffed animals)

* Devices in vehicles (carseats, under the vehicle,
seatback pocket)

SPARC

GPS Documentation & Evidence

‘ Financial Data
Location Tracking:

O Ul e BTl AirTags/Tile Devices
software o Websites purchase g
e Tracking e Call-in e Real time
websites numbers tracking
o Texts service
charge

SPARC




Notification Limitations

® Alerts are inconsistent and designed
to catch when device is traveling with
the victim

Most users are notified when they
return home, not while traveling

If the offender is present and/or in
close proximity to victim regularly,
notification is unlikely

Your current location can
be seen by the owner of

Open Battery Cover to
Remove Battery
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Understanding AirTags

* Shows current location, not location history

* Frequency of the location update varies
Depends on other devices in range

* While Tile requires people to have
downloaded the Tile app for the location
tracking to "ping,” AirTag "pings" off any
Apple device within 800 feet

AirTag Detected Near You

®

Pause Tracking Notifieations

Pause Tracking atifcations

An AirTag is used 1o keep track of
everyday items like keys or a bag.
The serial number is registered lothe
owner of this AirTag. If this AiTag ks not
familias to you, learn how to disabie it and
stop sharing your location

& found.appie.com
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Disabling AirTag
Opening the AirTag to view the
serial number disables the Tag --
thereby alerting the offender

that it's been found * Serial number is on physical device, and should show
© Law enforcement should up in “Find My” on an iPhone

Evidence with AirTags

* Serial number is unique to each AirTag

T come to victim and consider * Contact lawenforcement(@apple.com to check device
S Marsbor ABCOE12¢ 0208 faraday bag registration
Push down and twist counterclockwise on * 4 .
e sy , . Check financial records of suspect
and remove the battery. Turnlng off Bluetooth will NOT
‘Once you remave the battery, the location
ot this AiTag s nolonger isible ot
e

* Contextual evidence

stop the device from emitting a
signal to the offender

A & found.apple.com <

® Take screenshot for evidence

Allow “WhatsApp" to
also access your

Location Tracking:

Social Apps & Sites

location even when you
are not using the app?

if you always allow access to
your location, you can choose
10 share your kve location, and
itvillupdate even when you're
not using the apg: If you only

app, you can only send your
current location or a nearby
place.

Only While Using the App

SPARC

Geotagging

Location Tracking:
Photo Geotags

4

| g
- Geotagging

SPARC
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Exif Viewers Show Geo-Info EXIF Data ikl

Image URL: View image AL

Exif: Exchangeable image Exif Wizard ettt
file format: Descriptive

data (meta-data) in an
image file that include the
date the photo was taken,

By homedatasheet.com,
Camera: | Apple iPhone 5

Open iTunes to buy and dowr Lens: | Phone 6 back camera 4.15mm 022

Shotat 4.2 mm

Digital Zoom: 2362934363
Exposure: | Auto exposure, Program AF, 30 sec, #22, 150 200
Flut | O Didnot fre
Dae

Location:

resolution, shutter speed,
focal length and
geolocation e [ e

Altinade: 23 meters (731 feet)
Camera Pointing: South

Color
Encoding: || profile. Wiadows and Mac browsers and apps treat the colors
Fandomly.

ntocmnon

Safety Strategies

* Turn location “off” on cell phone camera

* Review social media site to determine if EXIF data
can be viewed

* Remove EXIF data using an online EXIF data removal Goog|e/App|e Data

tool

SPARC

= Google My Activity

I Search, Chrome, and more

G search

T h Visited Get a Protection Order | District of Columbia Courts
Web & App Activity
Your Web & App Activity includes the things you do on Google services, like Maps, Search, and
Play. It can also include things you do on sites, apps, and ds
your voice and audio recordings. The activity you keej

that use Google services or @l mysistersplacedc.org

used to give you more personalized
experiences, like faster searches and more helpful app and content recommendations. Visited Obtener ayuda - My Sister's Place

1341 PM - Details
You can see your activity, delete it manually, or choose to delete it automatically using the o
controls on this page. Learn more

21 mysistersplacedc.org

@ saving activity > @ Auto-delete (Off) >

Choose an auto-

Visited Get Help - My Sister's Place

41PM- Detalls

© ool protects yourprivacy and sacurty. wanage My Actvity verfcaion s

G Ssearch

Visited https:/imysistersplacede.org/

Q_ Search your activity

1:41PM - Details

10
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Reservations

Your past and upcoming reservat
made using Search, Maps, and the As

ts, hotels, and events

2l
p—

Purchases

Your purchases, including deliveries and other online orders, made us-
ing Search, Maps, and the Assistant

Manage purchases

Payment methods

With Google P
online, for you

:an save payment info for more secure payments
nt and in store ~

G Pay

Manage payment methods

iCloud

Apple Safety Check

T e = o S
. —

What is Stalkerware?

@ ® Commercially available software
used for spying
® Made for individual use

SPY'C ® Typically hides itself from the list of

An Uttimote Phone Monitoring
Solutien

Stalkerware

installed programs and does not

e display any activity notifications

SPARC

11



Cell Phone Spyware

* "They hacked my phone.”

“They hacked my account/s: e-mail, Facebook,

Instagram, Snapchat...”

“They're reading my texts.”

“They are listening to my calls.”

"They seem to know everything I've done on

my phone.”

"They know my passwords and logins, even

though | just changed them."

"They have and/or are referencing pictures
of me | took on my phone.”

® “They keep showing up where | am.”

Non-Stalkerware Possibilities

SHARING
SETTINGS Cloud/Account Backup

Phone login and password security

Family sharing, “find my device”

¢ |ndividual accounts: e-mail, social

media, dating websites

ACCOUNT ﬁ
ACCESS

(%)

Smart device accounts

Previously shared accounts

Devices: GPS tracker, key logger,
cameras, recording devices

Friends, family, colleagues
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About Stalkerware

® Physical access to the device is almost

always required for installation

® Can be on both Apple and Android devices,
but more common on Android

¢ Best to assume all activities on device are

being monitored

Removing Stalkerware

All actions may cause Potentiaf safety concerns!

® Factory reset
© Note: this also destroys the evidence
® Change passwords on all apps/accounts when re-installed

¢ Antivirus can sometimes remove stalkerware

Reset?

Erase all of your personal information and
downloaded apps? You can't undo this action!

ERASE EVERYTHING

Coalition Against Stalkerware

www.stopstalkerware.org

COALITION AGRINST (.
STALKERWARE

12



Social Media & Dating Websites

SPARC

Portals for Law Enforcement

https://less.snapchat.com

Search.org

% SEARCH

The premier resource for collecting, sharing, and analyzing
innovative and timely knowledge, information, best practices,
services and solutions for justice information sharing.

z)

Assistance & E @

Training Center

Criminal History Records

Justice Information
’ Sharing
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Exploiting Social Media

* Gather information on the victim
* Location
* Plans
* Communicate
* Post on victim’s page
* Post about the victim on their own or other’s pages

* Create fake sites/Impersonation

Facebook Documentation

* Capture and save screenshots (PrntScrn)

* Some sites offer a “download your information”
service in account settings

8 nttpsy/www facebook.comyset

©° General General Account Settings
 Securty and Login

i |

Informaton

B iy Name
{0 Timeiine and Tagging
® Location

Temperature

Manage Account
[ Pubic Posts

ideniy Confirmation

Nonconsensual Image Distribution

SPARC

13
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& % &

e New Al deepfake app creates nude
images of women in seconds

@ / The resulting fakes could be
@ OF VICTIMS used to shame, harass, and
18-24 YEARS OLD intimidate their targets

REPORT THAT THE STALKER

SHARED NUDE, SEMI-NUDE,
AND/OR SEXUALLY EXPLICIT
PHOTOS OR VIDEOS OF THEM

X2RayApPP

Donioad For Free & or Tty Onine Y By JAMES VINGENT
4 27 2010,628 AM EOT | 030 Commen

v § &

Resources for Non-Consensual
Distribution of Intimate Images

Cyberrightsproject.com

Cybercivilrights.org .
For victims: 1.844-878-CCRI S (Plavees
Cagoldberglaw.com
Dmcadefender.com
Copybyte.com
9 Personal Tracking Apps

Insight into Understand what Record snoring

=
Lighting
- control Smartphone
alerts
Controlled
p @ Sweet sleep sleepcycle affects sleep & dreamtalk
appliances Sweet life
/ Energy - =
O management o =)
Controlled

irrigations

y'® ¢

Temperature
control i
Motion detection Alarm
Keyless entry @ control issues and aid your sle

14
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Cell Phone Chargers/Cords

* Contain SIM cards that can take a copy of the target
phone SIM card

* Contain GPS

* Listening capabilities

Cell Phone Spy Accessories

SPARC

Find Yourself...

* FastPeopleSearch.com
* TruePeopleSearch.com

Public Data PeopleSearchNow.com

SPARC

Internet Privacy Handbook

* https://safeshepherd.com/handbook/
privacy-basics Tech Safety

SHEPHERD

Welcome to the Tech Safety App. This app
contains information that can help someone
identify technology-facilitated harassment,
stalking, or abuse and includes tips on what
can be done.

& Appstore | | P> Coole

15
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Technology & Stalking: Big Picture

* Believe victims. Offenders can misuse technology a
variety of creative ways to access, contact, and monitor
their victims.

. g * This technology is out there — and it’s easy to use.
Respondlng to Stalkmg through Oflfenders dongZP:aveuto be particularlly “teclx savwl/jy” to
Technology terrorize victims through technology.

* Build knowledge on privacy/sharing settings across
aFfllcathns and devices. Sharing settings/defaults are
often not intuitive.

* Ask specific questions about offender contact and
knowredge. This can better help you collect evidence and
safety plan.

* Consider both evidence preservation and victim
safety. See if the victim has access to a safer device.

* Charge relevant technology-related crimes (when

S PA R C approgpriate and applicable).

Safety Planning and Technology

Documentation Log

Victims may consider:

STALKING INCIDENT AND BEHAVIOR LOG Secure PaSSWOde
Hard-to-guess security questions

Enable 2-factor authentication

Use a second, safer device when/if possible

Learn about settings and location-sharing defaults,

set these intentionally

Be mindful of smart device and social media usage

Julia Holtemeyer mep..
Resource & Training Specialist

SPARC

www.StalkingAwareness.org

*Practitioner guides
*Training modules
*Victim resources

*Webinars

\. 202.499. 0314
@. JHoltemeyer(@StalkingAwareness.org

f o
@FollowUsLegally
Sign Up for our Newsletter!

ilé StalkingAwareness.org

©fe

@FollowUsLegally
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